[bookmark: _Hlk22844474][bookmark: _Hlk36464397]********************************************INSTRUCTIONS***********************************************

[bookmark: _Hlk37410130]-This search warrant mask is specifically for the search of Google for subscriber information as the second part of a GeoFence Warrant
-There is RED text below that needs to be changed based on the needs of your search warrant.
-There is BLUE text below which is provided for information to the reader about what is being requested and why. Make sure you read this information and understand it since you are putting it your search warrant. You may need to adjust some of the wording or content in these areas to the specifics of your case.

- After the warrant is finalized, highlight all of the text by selecting CTRL+A and then change all text to black
-It would be a good idea to delete this section before printing/sending your warrant to get signed.

***********************************************PLEASE DELETE******************************************


[bookmark: _Hlk36464654][bookmark: _Hlk39145826]Case No: 	

COUNTY OF LARIMER	)                        	IN THE COMBINED COURT
                 			)  SS
STATE OF COLORADO	)

AFFIDAVIT IN SUPPORT OF SEARCH WARRANT AND COURT ORDER FOR PRODUCTION OF RECORDS 


BEFORE THE HONORABLE ________________________________________
						JUDGE / MAGISTRATE

Affiant, YOUR NAME HERE, a commissioned law enforcement officer, being duly sworn, deposes and states that I have probable cause to believe that at the place or business entity known or described as:

Google, LLC 
Google Legal Investigations Support
1600 Amphitheatre Parkway
Mountain View, CA, 94043

Service via Google’s Law Enforcement Request System (LERS) on-line
Service may be via email at uslawenforcement@google.com

[bookmark: _Hlk36465358]There is now located within or upon said internet service/social media provider the following records, data, information and technical assistance:

· [bookmark: _Hlk41036412]All records or other information regarding the personal identification of the subject account, to include full name, date of birth, gender, other contact email addresses, physical address, telephone numbers, and any other personal identifiers;
· The date on which the account was created, the length of service, the IP address with associated Port ID(s) used to register the account;
· Any other Gmail addresses associated with the account(s) listed above along with all personal identifiers related to those Gmail accounts; 
· All Google/Gmail accounts associated to the above account(s) by device or cookie: to include User ID, subscriber name, cellphone number and email address for such associated accounts;
· All devices(s) used and otherwise associated with the subscriber’s account(s) – ESN, ICCID, IMSI, IMEI and MAC address numbers and activation dates;



The above information is being requested in reference to the following Google anonymity device(s): 

ANONYMITY DEVICE NUMBER(S)

The above information is being requested during the following time period:

Between the dates of DATE OF INTEREST through DATE OF INTEREST

The above information is being requested for evidence of:

LIST CRIMINAL OFFENSE(S)

For which a search warrant and court order for production of records may be issued upon one or more of the grounds set forth in 18 U.S.C. §2703, C.R.S. §16-3-301, §16-3-301.1, §19-2-504, and Crim. P. 41, namely that this property is stolen or embezzled, or is designed or intended for use as a means of committing a criminal offense, or is or has been used as a means of committing a criminal offense, or the possession of which is illegal, or would be material evidence in a subsequent criminal prosecution in this state or another state, or the seizure of which is expressly required, authorized or permitted by any statute of this state, or which is kept, stored, maintained, transported, sold, dispensed, or possessed in violation of a statute of this state, under circumstances involving a serious threat to public safety or order or to public health, or which would aid in the detection of the whereabouts of or in the apprehension of a person for whom a lawful arrest warrant is outstanding.

The facts tending to establish the grounds for issuance of a Search Warrant are as follows:

BACKGROUND OF AFFIANT

STATEMENT OF PROBABLE CAUSE USED TO OBTAIN GEOFENCE PART 1

On DATE OF GEOFENCE PART 1, your affiant authored Search Warrant, which was signed by the Honorable Judge/Magistrate NAME OF JUDGE OR MAGISTRATE. The search warrant authorized your affiant to obtain Google device locations for INSERT PERIMETERS OF GEOFENCE PART 1. 

On DATE GEOFENCE PART ONE DATA RECEIVED, your affiant received a response from Google, LLC. Your affiant examined the data.

EXPLAIN STEPS TAKEN TO DETERMINE WHICH ANONYMITY DEVICES ARE RELEVANT

Based on my investigation, your affiant is requesting Google, LLC to provide me with subscriber information for the following devices:

ANONYMITY DEVICE NUMBER(S) THAT YOU WANT

Your Affiant has reason to believe evidence pertaining to the subscriber data located in the above requested accounts will further the investigation and will potentially identify the persons who were at the DATE, TIME LOCATION OF INTEREST. This might identify suspect(s), co-conspirator(s), or witness(es), and tend to corroborate or refute statements of persons involved in this investigation.

Google is an Internet company which, among other things, provides electronic communication services to subscribers.  Google allows subscribers to obtain email accounts at the domain name gmail.com. Subscribers obtain an account by registering with Google. During the registration process, Google asks subscribers to provide basic personal information.  Therefore, the computers of Google are likely to contain stored electronic communications (including retrieved and unretrieved email for Google subscribers) and information concerning subscribers and their use of Google services, such as account access information, email transaction information, and account application information. In my training and experience, such information may constitute evidence of the crimes under investigation because the information can be used to identify the account’s user or users.

Google retains certain transactional information about the creation and use of each account on their systems. This information can include the date on which the account was created, the length of service, records of login (i.e., session) times and durations, the types of service utilized, the status of the account (including whether the account is inactive or closed), the methods used to connect to the account (such as logging into the account via the provider’s website), and other log files that reflect usage of the account. In addition, email providers often have records of the IP addresses used to register the account and the IP addresses associated with particular logins to the account. Because every device that connects to the Internet must use an IP address, IP address information can help to identify which computers or other devices were used to access the email account.

This  information may provide crucial evidence of the “who, what, why, when, where, and how” of the criminal conduct under investigation, thus enabling your affiant to establish and prove each element or alternatively, to exclude the innocent from further suspicion. Google also maintains records that may reveal other Google accounts accessed from the same electronic device, such as the same computer or mobile device, including accounts that are linked by Hypertext Transfer Protocol (HTTP) cookies, which are small pieces of data sent from a website and stored in a user’s Internet browser.

Based on these facts, Your Affiant believes there exists probable cause to believe that there is material evidence now located in the above described Google, LLC account that is crucial to the investigation of this case and the offenses described above, and a search warrant is requested pursuant to 18 U.S.C. §2703, C.R.S. §16-3-301, §16-3-301.1 and Crim. P. 41. 

[bookmark: _Hlk41036457]Google, LLC is a provider of electronic communication services subject to the Stored Communication Act (SCA), 18 U.S.C. §2703, et seq. The SCA permits a state court with jurisdiction over an offense to issue an extraterritorial warrant for production of electronic communication content and electronic communication records. 18 U.S.C. §2703(g) authorizes service of the warrant via methods other than in-person service by a law enforcement officer. It is the intent of this affiant, consistent with the SCA and the procedures established by Google.com for compliance with the SCA, to serve this warrant via fax and/or email or law enforcement portal.

The records should be provided to:
[bookmark: _Hlk37412916]YOUR NAME, BADGE NUMBER
LAW ENFORCEMENT AGENGY
YOUR ADDRESS
YOUR PHONE NUMBER
EMAIL

Further requests:

1) Pursuant to Crim. P. 41 and §16-3-304(2), Your Affiant requests that this Court seal the affidavit and search warrant and court order for production of records that has been filed with the court in this matter.  The affidavit establishes grounds to believe that disclosure at this time of the affidavit and search warrant and court order for production of records would be contrary to the public interest.  Such order for sealing does not apply to representatives of law enforcement agencies, and District Attorney’s Offices, but those individuals are precluded from further dissemination prior to expiration of this order without an order of the court handling the case.
2) So as not to disrupt this ongoing investigation, Your Affiant also requests that this Court order Google, LLC NOT to take adverse action against the subject account, such as disabling or terminating the account, because of this warrant. 

3) Pursuant to 18 U.S.C. §2705(b) and 18 U.S.C. §2705(b)(1)-(5), and Crim. P. 41 and §16-3-304(2), Your Affiant requests that Google, LLC be ordered NOT to disclose the existence of this search warrant and court order to the subscriber for a period of one year from receipt of the requested documents, unless otherwise ordered by a court of competent jurisdiction.  Based on the information set forth in this affidavit, notification of the warrant may have an adverse result, as defined in 18 USC §2705(b)(1)-(5), i.e., disclosure may endanger the life or physical safety of an individual; allow flight from prosecution; allow destruction of or tampering with evidence; allow intimidation of potential witnesses; and/or would otherwise seriously jeopardize an investigation or unduly delay a trial.

[bookmark: _Hlk37417875]I believe the above facts to be true from official LAW ENFORCEMENT AGENGY records, conversations with fellow officers, personal observations and interviews.  I am a YOUR TITLE with the LAW ENFORCEMENT AGENGY.  I have been trained at the State, and local levels with regard to my duties.  I am authorized by law to execute search warrants in the County of Larimer and State of Colorado.

[bookmark: _Hlk22844866]
[bookmark: _Hlk36477679]______________________________  
AFFIANT

This affidavit was sworn to and subscribed in my presence this DATE day of MONTH 20** at ________.


______________________________ 
JUDGE / MAGISTRATE



Case No.	

COUNTY OF LARIMER	)				IN THE COMBINED COURT
                 			) SS
STATE OF COLORADO	)


SEARCH WARRANT AND COURT ORDER FOR PRODUCTION OF RECORDS


Before the Honorable ________________________________________________
						Judge / Magistrate

[bookmark: _Hlk36478003][bookmark: _Hlk22844921]The Court, upon review of an affidavit filed by YOUR NAME HERE which is incorporated by reference, in support of the issuance of this order, hereby orders the production of the following records, for which there is probable cause to believe are in the actual or constructive possession or control of the business entity known or described as:

Google, LLC 
Google Legal Investigations Support
1600 Amphitheatre Parkway
Mountain View, CA, 94043

Service via Google’s Law Enforcement Request System (LERS) on-line
Service may be via email at uslawenforcement@google.com

[bookmark: _Hlk36478086]This Court also finds that there is probable cause to issue this Search Warrant and Court Order for Production of Records pursuant to the provisions of 18 U.S.C. §2703, C.R.S. §16-3-301, §16-3-301.1 and Crim. P. 41, namely that this property has been stolen or embezzled, or which is designed or intended for use as a means of committing a criminal offense, or which is or had been used as a means of committing a criminal offense, or the possession of which is illegal, or which would be material evidence in a subsequent criminal prosecution in this state, another state, or federal court, or the seizure of which is expressly required, authorized, or permitted by a statute of this state or the United States, or that would aid in the detection of the whereabouts of or in the apprehension of a person for whom a lawful arrest order is outstanding.

[bookmark: _Hlk36478105]IT IS ORDERED that the internet service/social media provider provide the following records, data, information and technical assistance:

· [bookmark: _Hlk36478485]All records or other information regarding the personal identification of the subject account, to include full name, date of birth, gender, other contact email addresses, physical address, telephone numbers, and any other personal identifiers;
· The date on which the account was created, the length of service, the IP address with associated Port ID(s) used to register the account;
· Any other Gmail addresses associated with the account(s) listed above along with all personal identifiers related to those Gmail accounts; 
· All Google/Gmail accounts associated to the above account(s) by device or cookie: to include User ID, subscriber name, cellphone number and email address for such associated accounts;
· All devices(s) used and otherwise associated with the subscriber’s account(s) – ESN, ICCID, IMSI, IMEI and MAC address numbers and activation dates;

The above information is being requested in reference to the following Google anonymity device(s): 

ANONYMITY DEVICE NUMBER(S)

The above information is being requested during the following time period:

Between the dates of DATE OF INTEREST through DATE OF INTEREST

The above information is being requested for evidence of:

LIST CRIMINAL OFFENSE(S)

Pursuant to §16-3-301.1, C.R.S., a criminal investigator or peace officer is hereby authorized to serve this order during normal business hours of the above-named business entity, and to receive the records during normal business hours of the business entity. Service shall issue in the same manner as a summons in a civil action or by personal service on a manager or supervisor of the business entity or through any electronic or other means established and utilized by the business to receive service of process. This order must be served within 14 days after the date it is issued.

The business entity is ORDERED to produce the above described records to the affiant or his/her designee within thirty-five (35) days of service.  

The records should be provided to:
YOUR NAME, BADGE NUMBER
LAW ENFORCEMENT AGENGY
YOUR ADDRESS
YOUR PHONE NUMBER
EMAIL

The business entity shall also provide a notarized attestation of accuracy that the records produced represent complete and accurate copies of all records identified in this order that are in the actual or constructive control of the business entity.  If the business entity does not produce all records identified in this order, it shall identify the records not produced.  Failure to comply with this order shall support a finding of contempt of court.

Upon receiving the records from the business entity, the peace officer named herein shall file a return and inventory with the court indicating the records that have been received and the date and time upon which the records were received.  The peace officer named herein may also file the original of the attestation of accuracy with the court.

IT IS FURTHER ORDERED:

1) That this Search Warrant and Order and application be SEALED until otherwise ordered by the court, that the identity of any target(s) of the underlying criminal investigation may be redacted from any copy of this Order to be served on any service provider or other person.

2) That Google, LLC NOT take adverse action against the subject accounts, such as disabling or terminating the accounts, because of this warrant. 

3) Pursuant to 18 U.S.C. §2705(b) and 18 U.S.C. §2705(b)(1)-(5), and Crim. P. 41 and §16-3-304(2), that Google, LLC, NOT disclose the existence of this search warrant and court order to the subscriber for a period of one year, unless otherwise ordered by a court of competent jurisdiction, as notification of the warrant may have an adverse result, as defined in 18 USC §2705(b)(1)-(5), i.e., disclosure may endanger the life or physical safety of an individual; allow flight from prosecution; allow destruction of or tampering with evidence; allow intimidation of potential witnesses; and/or would otherwise seriously jeopardize an investigation or unduly delay a trial.

[bookmark: _Hlk36465501]THE INFORMATION SO ORDERED is related to the active and ongoing criminal investigation by YOUR AGENCY and in accordance with 18 U.S.C. §2703, C.R.S. §16-3-301, §16-3-301.1 and Crim. P. 41, the records and information requested are or have been used as a means of committing a criminal offense or would be material evidence in a subsequent criminal prosecution in this state, another state, or federal court; the seizure of which is expressly required, authorized, or permitted by statute; or that would aid in the detection of the whereabouts of or in the apprehension of a person for whom a lawful arrest order is outstanding.

[bookmark: _Hlk36478627]Based upon the affidavit of the above-named Affiant, which is incorporated by reference, I am satisfied that there is probable cause to believe there is a legal basis and also legal authority for the issuance of this Search Warrant and Court Order for Production of Records. You are therefore authorized to execute this Search Warrant according to these terms and as otherwise permitted by law.
[bookmark: _Hlk52953078]

Dated this _____day of _________ 20__, at _______.


______________________________ 
JUDGE / MAGISTRATE
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